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Abstract

There has been an issue ever since computers were invented, security. Evolving in technology is
evolving cybercriminals. Hackers are becoming knowledgeable day by day making it hard for us to
handle the security of our machines. Then, the computer-generated records were generated and they are
being analyzed to find any anomalies in the computers. These records generated by devices,
applications, and networks are then time-sequenced into logs. A log is a record of an event that has
occurred in a machine. These logs are not fully documented or consistently formed across applications
or devices which can be understood by professionals working with logs, which further builds the case
for log analytics. Log analytics helps a normal user get insights into system performance and can
indicate possible problems such as hardware failure or any security breaches. To do this, a powerful
technique to monitor the computers is used, namely an intrusion detection system. A sub-technique
called host-intrusion detection system is used to understand more in detail about a machine, server, or
computer. These logs are collected, analyzed, and put out as stats in the form of Ul in web applications.
This helps the user understand what is happening and to overcome and prevent security issues in an
organization.
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INTRODUCTION

It has been zero minutes since the last security breach. There has been an evident rise in the number of
cybercrimes happening day by day. Once patched a new loophole will be found, thus making it hard for
the security analysts and security engineers to recognize and stop the breaches from happening.
Organizations are facing an increased number of cyber threats ranging from financially motivated and
opportunistic malware to more advanced targeted attacks.

This can be taken care of by using an intrusion detection system. In specific, the sub-type of IDS known
as Host Intrusion Detection System is used.

It can help identify all the events happening on a computer, laptop, or server. Thus, helping in getting an
insight into what all are happening in a machine. HIDS can help collect the log information of what is
happening in a machine. It is hard to analyze the logs in their original raw format. In order to help the
user in getting a clear understanding of what logs are and what information they carry a Host intrusion
detection system (HIDS) is integrated with a web app.
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OVERVIEW OF WAZUH AND EXPERIMENT SETUP

Wazuh is an open-source security solution that provides threat detection, visibility, and compliance
management. It is designed to help organizations of all sizes detect, respond to, and recover from
security incidents.

Wazuh collects and analyzes security-related data from multiple sources such as logs, configuration
files, registry keys, and system events in real time. It correlates the events to identify potential security
threats and generates alerts. The solution also provides automated responses to mitigate and contain
security incidents.

Wazuh's architecture includes agents that are installed on servers, endpoints, and cloud instances to
collect security data. A central manager receives and analyzes the data, while an API allows users to
access and manage the security data programmatically. Wazuh uses the Elastic Stack, which includes
Elasticsearch, Logstash, and Kibana, to store, process, and visualize the security data.

A. Wazuh Architecture:

Wazuh architecture consists of several components that work together to achieve its objectives:
Agents:Wazuh agents are installed on servers, endpoints, and cloud instances to collect security-related
data such as logs, configuration files, registry keys, and system events. The agents normalize and
encrypt the data before sending it to the central manager.

Manager: The central manager receives and analyzes the data from agents. It correlates the events to
identify potential security threats and generates alerts. The manager can be deployed on-premises, in the
cloud, or as a hybrid solution.

API: Wazuh provides an API allowing users to programmatically access and manage the security data.
The API can be used to integrate Wazuh with other security tools or custom applications.

Elastic Stack: Wazuh uses the Elastic Stack, which includes Elasticsearch, Logstash, and Kibana, to
store, process, and visualize the security data. Elasticsearch provides a scalable and distributed search
and analytics engine, Logstash is used for data processing and transformation, and Kibana is a web-
based user interface for data visualization and dashboarding.

Ruleset: Wazuh ruleset is a collection of security rules that define the behavior of the system and the
events to be monitored. The ruleset can be customized to meet the specific security needs of an
organization.

Integrations: Wazuh integrates with various security tools and platforms such as threat intelligence
feeds, vulnerability scanners, and security information and event management (SIEM) systems. This
enables organizations to have a holistic view of their security posture and respond to threats more
effectively.

Overall, Wazuh architecture provides a comprehensive and scalable approach to security by leveraging
agents, a central manager, APIs, Elastic Stack, rulesets, and integrations.

B. Wazuh provides the following capabilities:

Security analytics: Security analytics refers to the process of analyzing data from various security
sources, such as network logs, system logs, and security devices, to detect and respond to security
threats. The goal of security analytics is to identify patterns and anomalies in data that may indicate a
security breach or attack.
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Intrusion Detection: Intrusion detection is the process of monitoring computer networks or systems to
detect unauthorized access, misuse, or other malicious activity. The goal of intrusion detection is to
identify security threats and take appropriate action to prevent or mitigate the impact of an attack.

Log Data Analysis: Log data analysis is the process of examining and analyzing data generated by
computer systems and applications, typically stored in log files. Log data contains information about
system events, user activity, and other important data that can be used to monitor and troubleshoot
systems, detect security threats and gain insights into system performance.

Vulnerability Detector: A vulnerability detector is a type of software tool that is used to scan computer
systems and applications for known vulnerabilities that could be exploited by attackers. Vulnerability
detectors typically use a database of known vulnerabilities, such as the Common Vulnerabilities and
Exposures (CVE) database, to identify vulnerabilities that are present in the system being scanned.

Configuration Assessment: Configuration assessment is the process of evaluating the security
configuration of computer systems and applications to ensure that they are properly configured and
secured. Configuration assess ment involves reviewing system settings, policies, and procedures to
identify potential vulnerabilities and areas of weakness.

C. Components of Wazuh:

Wazuh agent: These are the endpoints in the wazuh architecture. These are installed in the machines to
be monitored for intrusions. They help in securing the machine by providing threat prevention,
detection, and response capabilities.

Wazuh server: A server is used to manage the agents that are installed on the machines to be monitored.
They analyze the data received from the wazuh agents. It then processes it through various decoders and
rules. This is done by using threat intelligence to know if any compromise has happened to the network.
One server can analyze data from a huge number of agents. These can be scaled horizontally when set
up as a cluster. A server is of two different types a master and a worker. A master can be used to monitor
the workers and balance the load. A worker is used to monitor the various agents and gather information
for monitoring.

Elastic Stack:It is a group of various products that are used to gather the logs from the manager or
workers and forward them for indexing using the filebeat tool. The forwarded logs from the filebeat are
collected at the elastic search where the logs are indexed and stored. Using these logs that are indexed
are shown in the form of Ul with the help of Kibana.

D. Other Components:

Auditd: It is a daemon in Linux and is used for logging events related to file integrity monitoring, Killing
a process, or creating a network connection. It is a Linux kernel feature that logs system calls such as
opening a file, killing a process, or creating a network connection. It must be configured to decrease the
wastage of memory due to unnecessary logging of less-priority data. This can be done by configuring
the audit rules. Auditd can be configured to meet specific auditing requirements, such as tracking
specific system calls or logging user activity on specific files or directories. It is also flexible in terms of
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data storage and can be configured to log data to a local file system, remote server, or database. One of
the key benefits of using auditd is that it provides detailed information about system activity, making it
easier to identify potential security breaches or unauthorized activity. This information can also be used
for system troubleshooting and performance tuning.

FileBeat: Filebeat is an open-source log data shipper for the Elastic Stack. It is a lightweight agent that
is installed on servers, shipping logs, and other data to Elasticsearch for centralization and analysis.
Filebeat provides real-time data collection and forwarding capabilities and is designed to handle large
volumes of logs from multiple sources. Filebeat works by reading files and sending data to the output,
which can be Elasticsearch, Logstash, or another output. It is also able to tail files and send new lines as
they are written, making it suitable for real-time monitoring. Filebeat also has a powerful configuration
file, which allows administrators to define specific files to monitor, configure how data is sent, and
control the behavior of the agent. This makes it easy to customize Filebeat for different use cases, such
as processing logs from different sources and sending data to different outputs. In conclusion, Filebeat is
an essential tool for centralized log management and analysis, allowing administrators to gather, process
and analyze log data from multiple sources in real time.

Elastic Search: Elasticsearch is a versatile and scalable search engine that can be used to handle a wide
range of use cases. Its combination of fast search, powerful analytics, and easy integration makes it an
ideal choice for organizations with large and complex data requirements. With its ability to scale and
handle huge amounts of data, it is a popular choice for organizations with large datasets and complex
search requirements. Elasticsearch provides near real-time search and analytics capabilities, allowing
users to search and analyze massive amounts of data quickly and efficiently. It supports a wide range of
query languages and APIs, making it easy to integrate into existing systems. The engine's powerful
query language, combined with its ability to index and analyze structured and unstructured data, makes
it ideal for applications such as log analytics, business intelligence, and content search. Additionally,
Elasticsearch can be easily scaled horizontally, allowing for the addition of more nodes to the cluster as
the size of the data set grows.

Kibana: Kibana is an open-source data visualization and exploration platform used for analyzing and
visualizing data stored in Elasticsearch. It provides a web-based user interface for creating and sharing
dynamic dashboards, histograms, pie charts, heat maps, and other visualizations of data. Kibana is
commonly used for log analysis, security analysis, and business intelligence. With Kibana, you can
create custom dashboards to monitor metrics and trends, perform ad-hoc analysis, and identify
correlations in your data. It also provides powerful search capabilities, enabling you to easily find the
information you need. Kibana is used across a wide range of industries and applications, including log
analysis, security analytics, performance metrics, and business intelligence. It is highly customizable, so
you can tailor it to your specific needs and workflows. And, because it is open source, it has a large and
active community of users who contribute to its development and provide support and resources.

A. MITRE ATT&CK

MITRE ATT&CK is a framework for describing the tactics and techniques used by attackers during a
cyber-attack. ATT&CK stands for Adversarial Tactics, Techniques, and Common Knowledge, and it
was created by the MITRE Corporation. The framework is used to organize and describe the steps that
an attacker may take during a cyber-attack, and it is designed to help defenders understand and defend
against these attacks.
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MITRE ATT&CK also includes a matrix that maps the tactics and techniques to specific stages of the
cyber kill chain, which is a model that describes the different stages of a cyber-attack, from the initial
reconnaissance to the final exfiltration of data.

The MITRE ATT&CK framework is widely used in the cybersecurity industry, and it is an important
tool for defenders to understand the tactics and techniques that attackers may use, so they can develop
effective defense strategies.

B. ELK Architecture:

The ELK stack is a popular open-source software suite used for log management and analytics. It
consists of three main components:

Elasticsearch - a distributed search engine that stores and indexes data

Logstash - a data processing pipeline that ingests, processes, and transforms log data

Kibana - a web-based user interface that provides visualization and analysis capabilities for data stored
in Elasticsearch.

In a typical ELK architecture, log sources send log data to the Logstash server(s) via a variety of input
plugins. Logstash then processes and transforms the data using a variety of filters and outputs the data to
Elasticsearch for indexing and storage. Finally, Kibana provides a web-based user interface for
searching and visualizing the log data stored in Elasticsearch.

The ELK stack provides a scalable, flexible, and cost-effective solution for log management and analysis
that can be customized to meet the needs of different organizations.

EXPERIMENT, RESULTS, AND SYSTEM PERFORMANCE

In most cases, the attacks that have occurred will be saved as log messages in that system, device, or
application. With the help of wazuh, the user can manage and analyze those logs and hence can perform
a much better threat detection. The machine which is being monitored will have a wazuh agent installed
and it is responsible for reading log messages inthe operating system of the monitored machine. The
agent then forwards all the required information to the Wazuh server, where the analysis is performed.
With the help of decoders, wazuh can decode all the information from the log and identify the source
where it came from. Then with all the information that is collected analysis is performed.

Whenever an event occurs the agent collects it and the manager generates an alert if it matches a rule
that has a priority level higher than the predefined threshold. If an alert is generated then the wazuh
server sends those alerts to the wazuh indexer component where they are stored and indexed. Then with
the help of Wazuh dashboard, we can search, analyze, and visualize the data.

Below is an example screenshot of the interface:
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A. Result:

Data analysis of the log is performed and all the important information’s shown in a better manner so
that when an alert is generated, we can have a better understanding of the issue and fix it as soon as
possible.

B. System Performance:

The Wazuh manager that is used is installed on an Ubuntu virtual machine which is assigned with these
specifications:

8GB of RAM (Random Access Memory),

4 cores with 30GB of storage.
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CONCLUSION

This paper aims to perform threat detection by analyzinglogs in a better way. In today’s world, all web
servers and web applications are connected over the internet and can be exposed if they are not well
protected. Hence to protect the host from cyber-attacks and threats we are building a host intrusion
detection system in the host which can detect and prevent attacks and also give alerts to the user. This
host intrusion detection system is built with the help of Wazuh.

The current tool can monitor all the things happening in the host or the manager machine. It was
optimized to reduce the number of logs collected. It could generate raw forms of logs to monitor and
analyze.

All the different types of cyber-attacks and threats are presented and the well-knownattacks are being
monitored with special attention. Hence, any host with the host-based intrusion detection system
installed is well protected from cyber-attacks and threats.

If we integrate the Wazuh tool with antivirus software we will be able to get an even more deep
inspection of viruses.
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